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QUESTION 1:




Refer to the exhibit. An engineer configured IP SLA on R1 to avoid the ISP link flapping problem, but it is not working as designed. IP SLA should wait 30 seconds before switching traffic to a secondary connection and then revert to the primary link after waiting 20 seconds when the primary link is available and stabilized.








R1# *Nov 18 15:38:59.956: track-sta (700) Change #8 ip sla 700, state Up -> Down *Nov 18 15:38:59.956:
%TRACK-6-STATE: 700 ip sla 700 state Up -> Down *Nov 18 15:38:59.956: track-sta (700) ip sla 700 state Up -> Down
*Nov 18 15:38:59.956: track-que (700) Queuing CHANGED client event for Static IP Routing *Nov 18 15:38:59.956:
track-que (700) Unqueuing CHANGED client event for Static IP Routing *Nov 18 15:39:04.965: track-sta (700) Change




9 ip sla 700, state Down -> Up *Nov 18 15:39:04.965: %TRACK-6-STATE: 700 ip sla 700 state Down -> Up *Nov 18




15:39:04.965: track-sta (700) ip sla 700 state Down -> Up *Nov 18 15:39:04.965: track-que (700) Queuing CHANGED client event for Static IP Routing *Nov 18 15:39:04.965: track-que (700) Unqueuing CHANGED client event for Static IP Routing








Which configuration resolves the issue?




A. R1(config)#track 700 ip sla 700 R1 (config-track)#delay down 30 up 20




B. R1 (config)#ip sla 700 R1(config-ip-sla)#delay down 30 up 20




C. R1 (config)#ip sla 700 R1(config-ip-sla)#delay down 20 up 30




D. R1(config)#track 700 ip sla 700 R1(config-track)#delay down 20 up 30




Correct Answer: A




“wait 30 seconds before switching traffic to a secondary connection” -> delay down 30




“then revert to the primary link after waiting 20 seconds” -> up 20 Under the tracked object, you can specify delays so we have to configure delay under “track 700 ip sla 700” (not under “ip sla 700”).









QUESTION 2:




The exhibit is a frame relay hub-and-spoke topology with router A as the hub.








You want to use the OSPF routing protocol between all three locations. Which interface configuration commands are required on router A? (Choose three.)




A. ip ospf network broadcast




B. ip ospf network point-to-point




C. ip ospf network point-to-multipoint




D. frame-relay map 10.20.10.21 221




E. frame-relay map 10.20.10.22 222




F. frame-relay map ip 10.20.10.21 221 broadcast




G. frame-relay map ip 10.20.10.22 222 broadcast




Correct Answer: CFG




In OSPF point-to-multipoint mode, the routers will automatically identify each neighbor. The election of a designated router (DR) and backup designated router (BDR) are not required. 




This RFC-compliant mode of operation is commonly found in partial mesh topologies, such as hub-and-spoke designs. In the diagram shown in the scenario, router A is the hub.




The frame relay serial interface has one DLCI for each spoke location. DLCI 221 is used by router A to communicate with router C and DLCI 222 is used to communicate with router B. On the router, A\’s serial interface, the point-to-multipoint mode is enabled with the ip ospf network configuration command. The following is the syntax of the ip ospf network command:




ip ospf network [{broadcast | nonbroadcast | point-to-multipoint | point-to-multipoint nonbroadcast}]




The command parameters are as follows:




broadcast – This mode enables the interface to emulate a LAN. This mode requires a full or partial mesh topology.




nonbroadcast – This RFC 2328 compliant mode is also referred to as NBMA mode. The neighbors must be statically configured.




point-to-multipoint – This RFC 2328 compliant mode is used in partial mesh topologies, such as hub-and-spoke.




Routers use additional LSAs to discover neighboring routers instead of manually defining DRs and BDRs. 




The hub router floods




link state updates (LSUs) by duplicating the update to be sent to each router using the respective DLCI.




point-to-multipoint nonbroadcast – This is a Cisco extension to the point-to-multipoint mode.




This mode is useful when the frame relay virtual circuits do not support broadcast traffic. Neighbors are manually defined.




There is no point-to-point parameter for the ip ospf command. Creating a point-to-point configuration differs in that the point-to-point parameter is executed as a parameter of the command that creates the subinterface that hosts the point-to-point connection as shown below:




Router(config)# interface serial 0.1 point-to-point




When configuring a serial interface without sub-interfaces, OSPF will check the encapsulation to determine the network type. HDLC and PPP default to point-to-point while Frame-Relay encapsulation defaults to nonbroadcast.




The frame-relay map command identifies the mapping between the Layer 3 address (IP address) and the Layer 2 address (DLCI). The frame relay virtual circuits from the hub router are identified as supporting broadcast traffic by using the frame-relay map command with the broadcast keyword.




Objective:




Layer 2 Technologies




Sub-Objective:




Explain Frame Relay




References:




Cisco > Home > Support > Support Technology > Support > IP Routing > Configure > Configuration Examples and Technotes > Initial Configurations for OSPF over Frame Relay Subinterfaces Cisco > Cisco IOS Wide-Area Networking Command Reference > frame-relay lap n201 through fr-atm connect dlci > frame-relay map









QUESTION 3:




You manage the company network, as shown in the network diagram below: You executed the following command on RouterA:








routerA(config)# ip route 0.0.0.0 0.0.0.0 S0/0 routerA(config)# router eigrp 200 routerA(config-router)# redistribute static metric 1000 1 255 1 1500




Which of the following statements are TRUE about the given set of commands? (Choose two.)




A. A static default route is created on RouterA




B. A summary default route is created on RouterA




C. The default route is redistributed into the EIGRP network




D. The default route is not advertised to the EIGRP network




Correct Answer: AC




The given set of commands creates a static default route on RouterA and redistributes this route into the EIGRP company network. The ip route 0.0.0.0 0.0.0.0 S0/0 command executed in the global configuration mode creates a static default route on the router. 




The ip route command allows you to specify a static route. The redistribute static metric 1000 1 255 1 1500 command then redistributes the static default route into the EIGRP autonomous system (AS)




This implies that the EIGRP network identifies the default route as an external route, and traffic to all unknown destination subnets will be diverted to the default route.




Alternatively, default routes can be advertised into EIGRP networks by either of the following methods: Using the network 0.0.0.0 command on the router Using the ip summary-address eigrp 200 0.0.0.0 0.0.0.0 command on the router




A summary default route is not created on RouterA in the scenario. If the ip summary-address eigrp 200 0.0.0.0 0.0.0.0 command was used on RouterA, then a summary default route would be created. 




The summary default route points to the 0.0.0.0 network with the null0 interface as the next-hop interface. Summary default routes are helpful for providing remote networks with a default route.




The default route is advertised to the EIGRP network because the redistribute command was executed. 




This command is used to advertise the default route to the EIGRP network.




Objective:




Layer 3 Technologies




Sub-Objective:




Configure and verify default routing




References:




Cisco > Support > Technology Support > IP > IP Routing > Design > Design TechNotes > Configuring a Gateway of Last Resort Using IP Commands Cisco > Support > Technology Support > IP > IP Routing > Technology Information > Technology White Paper > Enhanced Interior Gateway Routing Protocol









QUESTION 4:




What is a characteristic of Layer 3 MPLS VPNs?




A. Traffic engineering capabilities provide QoS and SLAs.




B. Traffic engineering supports multiple IGP instances.




C. LSP signaling requires the use of unnumbered IP links for traffic engineering.




D. Authentication is performed by using digital certificates or preshared keys.




Correct Answer: A




MPLS traffic engineering supports only a single IGP process/instance




The MPLS traffic engineering feature does not support the routing and signaling of LSPs over unnumbered IP links.




Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_te_path_setup/configuration/xe-3s/mp-te-path-setup-xe-3s-book/mp-te-enhance-xe.html https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/mp_te_diffserv/configuration/15-mt/mp-te-diffserv-15-mt-book/mp-te-diffserv-aw.html









QUESTION 5:




Refer to the exhibit.








Which control plane policy limits BGP traffic that is destined to the CPU to 1 Mbps and ignores BGP traffic that is sent at a higher rate?




A. policy-map SHAPE_BGP




B. policy-map LIMIT_BGP




C. policy-map POLICE_BGP




D. policy-map COPP




Correct Answer: D









QUESTION 6:




What is the function of the IPv6 DHCP Guard feature for DHCP messages?




A. If the device is configured as a DHCP server, no message is switched.




B. All client messages are always switched regardless of the device’s role.




C. It blocks only DHCP request messages.




D. Only access lists are supported for matching traffic.




Correct Answer: B




Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book/ip6-dhcpv6-guard.pdf









QUESTION 7:




Refer to the exhibit.








After configuring OSPF in R1, some external destinations in the network became unreachable. Which action resolves the issue?




A. Clear the OSPF process on R1 to flush stale LSAs sent by other routers.




B. Change the R1 router ID from 10.255.255.1 to a unique value and clear the process.




C. Increase the SPF delay interval on R1 to synchronize routes.




D. Disconnect the router with the OSPF router ID 0.0.0.0 from the network.




Correct Answer: B









QUESTION 8:




The network administrator must configure R1 to authenticate Telnet connections based on Cisco ISE using RADIUS.




ISE has been configured with an IP address of 192.168.1.5 and with a network device pointing toward R1 (192.168.1.1) with a shared secret password of Cisco123.




The administrator has configured this on R1:




aaa new-model! radius-server ISE1 address ipv4 192.168.1.5 key Cisco123 ! aaa group server tacacs+ RAD-SERV server name ISE1 ! aaa authentication login default group RAD-SERV




The network administrator cannot authenticate to access R1 based on ISE. Which set of configurations fixes the issue?




A. line vty 0 4 login authentication RAD-SERV




B. aaa group server tacacs+ ISE1 server name RAD-SERV




C. aaa group server radius RAD-SERV server name ISE1




D. line vty 0 4 login authentication default




Correct Answer: A









QUESTION 9:




Which next hop is going to be used for 172.17.1.0/24 ?








A. 10.0.0.1




B. 192.168.1.2




C. 10.0.0.2




D. 192.168.3.2




Correct Answer: A









QUESTION 10:




Which Cisco VPN technology can use the multipoint tunnel, resulting in a single GRE tunnel interface on the hub, to support multiple connections from multiple spoke devices?




A. DMVPN




B. GETVPN




C. Cisco Easy VPN




D. FlexVPN




Correct Answer: A









QUESTION 11:




An engineer configured VRF-Lite on a router for VRF blue and VRF red. OSPF must be enabled on each VRF to peer to a directly connected router in each VRF. 




Which configuration forms OSPF neighbors over the network 10.10.10.0/28 for VRF blue and 192.168.0.0/30 for VRF red?




A. router ospf 1 vrf blue network 10.10.10.0 0.0.0.252 area 0
router ospf 2 vrf red
network 192.168.0.0 0.0.0.240 area 0




B. router ospf 1 vrf blue network 10.10.10.0 0.0.0.15 area 0
router ospf 2 vrf red
network 192.168.0.0 0.0.0.3 area 0




C. router ospf 1 vrf blue network 10.10.10.0 0.0.0.240 area 0
router ospf 2 vrf red
network 192.168.0.0 0.0.0.252 area 0




D. router ospf 1 vrf blue network 10.10.10.0 0.0.0.3 area 0
router ospf 2 vrf red
network 192 168.0.0 0.0.0.15 are 0




Correct Answer: B









QUESTION 12:




Refer to the exhibit.








Redistribution is enabled between the routing protocols, and now PC2 PC3, and PC4 cannot reach PC1. What are the two solutions to fix the problem? (Choose two.)




A. Filter RIP routes back into RIP when redistributing into RIP in R2




B. Filter OSPF routes into RIP from EIGRP when redistributing into RIP in R2




C. Filter all routes except RIP routes when redistributing into EIGRP in R2.




D. Filter RIP AND OSPF routes back into OSPF from EIGRP when redistributing into OSPF in R2




E. Filter all routes except EIGRP routes when redistributing into OSPF in R3.




Correct Answer: AB




Even PC2 cannot reach PC1 so there is something wrong with RIP redistribution in R2. Because RIP has higher Administrative Distance (AD) value than OSPF and EIGRP so it will be looped when doing mutual redistribution.









QUESTION 13:




Refer to the exhibit.








An engineer configured NetFlow on R1, but the NMS server cannot see the flow from ethernet0/0 of R1.
Which configuration resolves the issue?




A. flow monitor Flowmonitor1 source Ethernet0/0




B. interface Ethernet0/1 ip flow monitor Flowmonitor1 input ip flow monitor Flowmonitor1 output




C. interface Ethernet0/0 ip flow monitor Flowmonitor1 input ip flow monitor Flowmonitor1 output




D. flow exporter FlowAnalyzer1 source Ethernet0/0




Correct Answer: C




…









PS. Download the latest 300-410 exam questions and answers above:https://drive.google.com/file/d/1TfgPjttbNjyhujttyHA2rCuNqh7wu7lf/
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Cisco 300-410 exam practice questions free online practice




QUESTION 1




Which method changes the forwarding decision that a router makes without first changing the routing table or
influencing the IP data plane?




A. nonbroadcast multiaccess
B. packet switching
C. policy-based routing
D. forwarding information base




Correct Answer: C




QUESTION 2




An engineer configured a leak-map command to summarize EIGRP routes and advertise specifically loopback 0 with an
IP of 10.1.1.1.255.255.255.252 along with the summary route. After finishing the configuration, the customer complained about not receiving a summary route with a specific loopback address.
Which two configurations will fix it? (Choose two.)








A. Configure access-list 1 permit 10.1.1.0.0.0.0.3.
B. Configure access-list 1 permit 10.1.1.1.0.0.0.252.
C. Configure access-list 1 and match under route-map Leak-Route.
D. Configure route-map Leak-Route permit 10 and match access-list 1.
E. Configure route-map Leak-Route permit 20.




Correct Answer: AD




When you configure an EIGRP summary route, all networks that fall within the range of your summary are suppressed
and no longer advertised on the interface. Only the summary route is advertised. But if we want to advertise a network
that has been suppressed along with the summary route then we can use leak-map feature. The below commands will
fix the configuration in this question: R1(config)#access-list 1 permit 10.1.1.0 0.0.0.3 R1(config)#route-map Leak-Route
permit 10 // this command will also remove the “route_map Leak-Route deny 10” command. R1(config-route-map)#match IP address 1




QUESTION 3




Refer to the exhibit. An engineer is trying to generate a summary route in OSPF for network 10.0.0.0/8, but the
summary route does not show up in the routing table. Why is the summary route missing?








A. The summary-address command is used only for summarizing prefixes between areas.
B. The summary route is visible only in the OSPF database, not in the routing table.
C. There is no route for a subnet inside 10.0.0.0/8, so the summary route is not generated.
D. The summary route is not visible on this router, but it is visible on other OSPF routers in the same area.




Correct Answer: C




The summary address is only used to create aggregate addresses for OSPF at an autonomous system boundary.
It means this command should only be used on the ASBR when you are trying to summarize externally redistributed
routes from another protocol domain or you have an NSSA area. But a requirement to create a summarized route is:
The ASBR compares the summary route\’s range of addresses with all routes redistributed into OSPF on that ASBR to
find any subordinate subnets (subnets that sit inside the summary route range). If at least one subordinate subnet
exists, the ASBR advertises the summary route.




QUESTION 4












Refer to the exhibits. All the serial links between R1, R2, and R3 have the same bandwidth. Users on the
192.168.1.0/24 networks report slow response times while they access resources on network 192.168.3.0/24. When a
traceroute is run on the path, it shows that the packet is getting forwarded via R2 to R3 although the link between R1
and R3 is still up. What must the network administrator do to fix the slowness?




A. Add a static route on R1 using the next-hop of R3.
B. Remove the static route on R1.
C. Change the Administrative Distance of EIGRP to 5.
D. Redistribute the R1 static route to EIGRP.




Correct Answer: B




QUESTION 5




Which command allows traffic to load-balance in an MPLS Layer 3 VPN configuration?




A. multi-paths eibgp 2
B. maximum-paths 2
C. maximum-paths ibgp 2
D. multi-paths 2




Correct Answer: C




Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/5_x/nxos/mpls/configuration/guide/mpls_cg/mp_vpn_multipath.html




QUESTION 6




Refer to the exhibit.








A company is evaluating multiple network management system tools. Trending graphs generated by SNMP data are
returned by the NMS and appear to have multiple gaps. While troubleshooting the issue, an engineer noticed the
relevant output. What solves the gaps in the graphs?




A. Remove the exceed-rate command in the class map.
B. Remove the class-map NMS from being part of control plane policing.
C. Configure the CIR rate to a lower value that accommodates all the NMS tools
D. Separate the NMS class map in multiple class maps based on the specific protocols with appropriate CoPP actions




Correct Answer: D




The class-map NMS in the exhibit did not classify traffic into specific protocols so many packets were dropped. We
should create a class map to classify the receiving traffic. It is also a recommendation of CoPP/CPP policy:
“Developing a CPP policy starts with the classification of the control plane traffic. To that end, the control plane traffic
needs to be first identified and separated into different class maps.”
Reference: https://tools.cisco.com/security/center/resources/copp_best_practices




QUESTION 7




An engineer configured a company\’s multiple area OSPF Head Office routers and Site A Cisco routers with VRF lite.
Each site router is connected to a PE router of an MPLS backbone:
Head Office and Site A IP cef ip vrf ABC rd 101:101! interface FastEthernet0/0 ip vrf forwarding abc IP address
172.16.16.X 255.255.255.252 ! router OSPF 1 vrf ABC log-adjacency-changes network 172.16.16.0 0.0.0.255 area 1
After finishing both site router configurations, none of the LSA 3, 4, 5, and 7 are installed at the Site A router.
Which configuration resolves this issue?




A. configure capability vrf-lite-on Site A and its connected PE router under router OSPF 1 vrf ABC
B. configure capability vrf-lite-on Head Office and its connected PE router under router OSPF 1 vrf ABC
C. configure capability vrf-lite on both PE routers connected to Head Office and Site A routers under router OSPF 1 of
ABC
D. configure capability vrf-lite-on Head Office and Site A routers under router OSPF 1 vrf ABC




Correct Answer: D




QUESTION 8




Refer to the exhibit. An engineer configures a static route on a router, but when the engineer checks the route to the
destination, a different next-hop is chosen. What is the reason for this?








A. Dynamic routing protocols always have priority over static routes.
B. The metric of the OSPF route is lower than the metric of the static route.
C. The configured AD for the static route is higher than the AD of OSPF.
D. The syntax of the static route is not valid, so the route is not considered.




Correct Answer: C




The AD of the static route is manually configured to 130 which is higher than the AD of the OSPF router which is 110.




QUESTION 9








Refer to the exhibit. A router is receiving BGP routing updates from multiple neighbors for routes in AS 690.
What is the reason that the router still sends traffic that is destined to AS 690 to a neighbor other than 10.222.1.1?




A. The local preference value in another neighbor statement is higher than 250.
B. The local preference value should be set to the same value as the weight in the route map.
C. The route map is applied in the wrong direction.
D. The weight value in another neighbor statement is higher than 200.




Correct Answer: D




Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/xe-3se/3850/irgxe-3se-3850-book/irg-prefix-filter.html




QUESTION 10




Which list defines the contents of an MPLS label?




A. 20-bit label; 3-bit traffic class; 1-bit bottom stack; 8-bit TTL
B. 32-bit label; 3-bit traffic class; 1-bit bottom stack; 8-bit TTL
C. 20-bit label; 3-bit flow label; 1-bit bottom stack; 8-bit hop limit
D. 32-bit label; 3-bit flow label; 1-bit bottom stack; 8-bit hop limit




Correct Answer: A




The first 20 bits constitute a label, which can have 2^20 values. Next comes a 3-bit value called Traffic Class. It was
formerly called as experimental (EXP) field. Now it has been renamed to Traffic Class (TC). This field is used for QoS-related functions. Ingress router can classify the packet according to some criterion and assign a 3-bit value to this field. If an incoming packet is marked with some IP Precedence or DSCP value and the ingress router may use such a field to assign an FEC to the packet. The next bit is the Stack bit which is called the bottom-of-stack bit. This field is used when more than one label is assigned to a packet, as in the case of MPLS VPNs or MPLS TE. The next byte is the MPLS TTL field which serves the same purpose as that of the IP TTL byte in the IP header
Reference: https://tools.ietf.org/html/rfc5462




QUESTION 11




Refer to Exhibit.








Which statement about redistribution from BGP into OSPF process 10 is true?




A. Network 172.16.1.0/24 is not redistributed into OSPF.
B. Network 10.10 10.0/24 is not redistributed into OSPF
C. Network 172.16.1.0/24 is redistributed with an administrative distance of 1.
D. Network 10.10.10.0/24 is redistributed with an administrative distance of 20.




Correct Answer: A




QUESTION 12








Refer to the exhibit. A network administrator configured mutual redistribution on R1 and R2 routers, which caused
instability in the network. Which action resolves the issue?




A. Set a tag in the route map when redistributing EIGRP into OSPF on R1, and match the same tag on R2 to deny when
redistributing OSPF into EIGRP.
B. Set a tag in the route map when redistributing EIGRP into OSPF on R1, and match the same tag on R2 to allow
when redistributing OSPF into EIGRP.
C. Apply a prefix list of EIGRP network routes in the OSPF domain on R1 to propagate back into the EIGRP routing
domain.
D. Advertise summary routes of EIGRP to OSPF and deny specific EIGRP routes when redistributing into OSPF.




Correct Answer: A




When doing mutual redistribution at multiple points (between OSPF and EIGRP on R1 and R2), we may create routing
loops so we should use route-map to prevent redistributed routes from redistributing again into the original domain. In the below example, the route-map “SET-TAG” is used to prevent any routes that have been redistributed into EIGRP
from being redistributed again into the OSPF domain by tagging these routes with tag 1:








QUESTION 13




An engineer configured a DHCP server for Cisco IP phones to download its configuration from a TFTP server, but the IP
phones failed to toad the configuration What must be configured to resolve the issue?




A. BOOTP port 67
B. DHCP option 66
C. BOOTP port 68
D. DHCP option 69




Correct Answer: B
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Summarize:




Share some of the latest updated Cisco 300-410 exam practice questions for free. You can practice the test online or download the PDF to learn. All exam questions and answers come from Lead4Pass 300-410 exam dumps https://www.leads4pass.com/300-410.html (PDF +VCE). Lead4Pass has a complete Cisco 300-410 exam dumps. With PDF and VCE two modes, you can choose any! Guarantee to help you successfully pass the exam.
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The free Cisco 300-410 exam pdf is part of the Lead4Pass 300-410 exam dumps.
The free content is also the latest update, which can help you understand some of the content in advance.
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